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Easy integration for devices

Efficient device O&M

Cloud-network synergy

Fast App integration

E2E security architecture

OceanConnect Make IoT Convenient, Secure, and Efficient

OceanConnect

200+ APIs 
40+ pre-integrated use cases

2G/3G/4G, NB-IoT, eMTC, C-V2X, FBB

Huawei LiteOS + chipset + IoT Agent

Third-party
cloud platform

Integrated device management

Flexible application enablement
Open APIs Data analysis Service orchestration Industry suites

protocols adaptor ID Reg.&Auth CIG Subscription/Notification

Smart
City

Smart 
Industry

Smart
Life

Connected 
vehicle



Cloud-Network 
Synergy

Northbound 
Integration

Security 
Architecture

Device 
Management

Southbound 
Access

Flexible Southbound Access Accelerates Device Interworking

Fast device integration with 
series of IoT Agent 

Cloud interworking Gateway 
with Multiple protocol adaptor 
from different vendors  

Access mode 1
CIG plug-in adaptation

MQTT

Devices Smart 
transportation

Charging 
pile

CoAP

Parking 
lot

Access mode 2
Agent pre-integration

CoAP

Vendor A Vendor B

...

CoAP plug-inMQTT plug-in

OSGi framework

xx transmission 
protocol stack

Vendor adaptation 
plug-in

Adaptation plug-in Adaptation plug-in

CIG

Agent

OceanConnect

Agent
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Device-Cloud Synergy Makes Device integration Easier

Difficulty in device development is reduced 
through the open protocol stack.

Pre-integrated mainstream chipsets and modules

Chipset vendors

MCU vendors …

LiteOS (Agent) MCU

+ +
Boudica communicatio

n chipset

OceanConnect
IoT Platform

Huawei LiteOS

Minimum 6 KB RAMKernel

CoAP

TUP

DTLS+

LWM2MFOTA/SOTA

UDP socket interface

RPC inter-core communication

APIs

OceanConnect Agent

Cloud-Network 
Synergy

Northbound Int
egration

Security Archit
ecture

Device Mana
gement

Southbound 
Access
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Various Northbound APIs Facilitate Fast App development

 Access security API

 Device management API

 Batch processing API

 Rule engine API

 Subscription push API

 Data collection/Order 

delivery API

 Device group/Device 

upgrade API

Flexible APIs & SDKs

Southbound 
Access

Cloud-Network 
Synergy

Northbound 
Integration

Security 
Architecture

Device 
Management

Developer guide & API document

Sample demo

Teaching video
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Preset Application Templates Enable Flexible Customization

Preconfigured 
components 

Customized report

Device management

Group management

Rule engine

Alarm monitoring

User right control

Southbound A
ccess

Cloud-Network 
Synergy

Northbound I
ntegration

Security Archit
ecture

Device Mana
gement

Using app templates to 
create apps
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Comprehensive Device Management Supports Service O&M

OceanConnect

Huawei LiteOS

…

7
messages

1
message

1
message

Huawei DTLS+: one message/report

DTLS: 3.5 years DTLS+: 9.5 yearsvs.

Battery lifespan increased by 170%

Secure and power-saving access solution with DTLS+ E2E fault location

Gas meter based on NB-IoT: DTLS+ for low power 
consumption and secure access

Water meter based on NB-IoT: E2E fault demarcation for 
routine device O&M

Northbound 
Integration

Southbound 
Access

Cloud-Network 
Synergy

Security 
Architecture

Device 
Management

Carrier Industry customer

Self-help fault locatingE2E fault elimination

OceanConnect

RAN
EPCD

ev
ic

e 
in

fo

SIM info

App

Platform

Network

Device
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Firmware Upgrade Based on Standard LWM2M protocol

 Standard protocol framework
• LWM2M framework

 Multiple upgrade policies
• in batches, 

• by time segment, 

• by package

• by bundle.

 Secure transmission assurance
• Pre-Shared Key

• Raw Public Key Certificates

• X.509 Certificates

Water meter
LWM2M client

Water meter
LWM2M client

LWM2M serv
er

IoT platform
App

LWM2M

CoAP

DTLS

UDP SMS on 
device

SMS on S
martCard

CoAP over UDP and LWM2M are used to manage devices with low 
power consumption.

① Version check

② Version management

③ Channel encryption

④ Firmware upgrade

⑤ Upgrade rollback

⑥ Batch upgrade

Shared bicycle lock based on NB-IoT: upgrade the firmware of bicycle locks in FOTA mode

Northbound Int
egration

Southbound A
ccess

Cloud-Network 
Synergy

Security Archit
ecture

Device Mana
gement
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Cloud-Network Synergy To Enable large scale business 

EPC

Device

App

IoT platform

Internet

Network
EPC

CIG1 CIG2

MQTT

Automatically obtains the IP address of the IoT platf
orm after going online 

 Simplified processes for device production and 
distribution

★

Distributed CIG

EPC

IoT platform 1

IoT platform 2

Keep the device connection alive without 
using heartbeats and tunnels.

 Reduced power consumption
 Reduced communication costs

The device automatically goes online. 
The SIM card is plug-and-play.

Shared laundry based on NB-IoT: control start and stop in 
real time without heartbeats

Water meter based on NB-IoT: no need for commissioning a
fter delivery, since SIM cards are plug-and-play

Device Mana
gement

Northbound Int
egration

Southbound A
ccess

Cloud-Network 
Synergy

Security Archit
ecture
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Unified Scheduling of Downstream Messages Maximizes 
Bandwidth Utilization to Avoid Network Congestion

RANMultiple apps EPCIoT platform Device

OceanConnect

• Cross-app and cross-vendor, unified scheduling preve
nts cells from getting congested downstream.

White goods upgrade 
in plant A

White goods control 
in plant B

Street lamp controller Gas meter upgrade

Unified scheduling of down
stream messages on the 

entire network

• Flexible policy control: by idle hour, cell, locati
on, and priority

Cell congestion prevented 
by means of flow control

Single lamp control is used widely in Smart Street Lamp, and downstream scheduling is used to maximize bandwidth utilization.

Device Mana
gement

Northbound Int
egration

Southbound A
ccess

Cloud-Network 
Synergy

Security Archit
ecture



25. Juni 2018DigitALL Template

Cloud-Network 
Synergy

IoT Platform Uses a 3T+1M Security Architecture

Hypervisor security Virtual resource isolation

IAM, KMS, VPC APT detection, Anti DDoS, WAF, vulnerability scan DLP, AV, etc.(3rd party)

IDS Agent Sandbox isolation TPM/TEE
IoT

device

Public 
cloud
Infra. Trusted boot/TPM

Device auth. TLS/DTLS

Intrusion detection

Device Auth. Web security

IoT protocol security

Privacy protection

TLS/DTLS

SW/FW protection

Device binding

IoT
cloud 

platform
TPM attestation

Data encryptionData anonymit
y

O&M security

Platform security

Device security management

Device exception detection

Data security management

API security

OS/DB hardening

Log audit

Role management

Security policy

OCSP

 Smart policy management

 Security event manage.

 Situation awareness

 Device + sandbox linkage

 Big Data threat analysis

 Expert team

 Event responding

 Penetration tests

 24/7 service

O&M management

Device Mana
gement

Northbound Int
egration

Southbound A
ccess

Security Arch
itecture

3T+1M
E2E security ar

chitecture
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Smart metering

• Real time Rule engine
• E2E fault location

Smoke detectorWhite goods

• Heartbeats messag
e saving 

• Downstream cong
estion control

Smart street lamps

• Lightweight positioning
• FOTA/SOTA

Shared bicycles

• Plug-in-Play
• SOTA & FOTA
• E2E Fault location

Open Capabilities Enable large scale IoT commercial launch

• Heartbeats message 
saving 

• Downstream
congestion control

Atmospheric surveillance
• Abnormal data analysis
• DTLS+ encryption 
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Developer Community Provides Comprehensive Support

http://developer.huawei.com/ict/en/site-oceanconnect

Development 
Guide

Sample Pr
ogram

API Refer
ence

Development 
Kits
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OceanConnect Developer Forum with 20K+ developers  

20,000+ developers

Sharing knowledge

Educational videos 

Q&A

Suggestions








Thank You
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